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Course Introduction:

The ISO 28000 Lead Implementer training course is designed to provide professionals with a
comprehensive understanding of how to establish, implement, manage, and improve a Security
Management System (SMS) based on ISO 28000. This course will equip participants with the
knowledge and skills necessary to align security management practices with international standards,

helping organizations mitigate risks in the supply chain and ensure business continuity.

Throughout this five-day training, participants will explore key principles of ISO 28000, including risk
assessment, legal compliance, leadership involvement, and continuous improvement. By delving into
the standard’'s requirements and implementation guidelines, attendees will gain insights into
managing security risks effectively while enhancing organizational resilience. This course is ideal for

those seeking to understand the framework and strategies needed to implement ISO 28000.

Course Objectives:

Upon completion of this course, participants will:
e Understand the fundamental principles and concepts of ISO 28000.
e Interpret the requirements of ISO 28000 and their application in real-world scenarios.
e Identify security risks and threats in supply chain operations.
e Develop policies and procedures for an effective Security Management System (SMS).
e Understand the role of leadership in ISO 28000 implementation.
e Learn how to ensure compliance with regulatory and legal requirements.
e Gain insights into monitoring, measuring, and continually improving an SMS.

e Prepare for the ISO 28000 certification process and audits.

Who Should Attend?

This course is designed for professionals and individuals such as Security and risk management
professionals, Compliance officers and internal auditors, Supply chain and logistics managers, Quality
and safety managers, Individuals responsible for implementing ISO 28000 in an organization,
Consultants and advisors in security management, and Professionals seeking to understand 1SO

28000 for career advancement.
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Course Outline:

Day 1:

Introduction to /SO 28000 and Key Concepts

Overview of ISO 28000 and its significance in supply chain security.
Key principles and terminology of security management systems.

Understanding the structure of ISO 28000 (clauses and requirements).

Relationship between ISO 28000 and other management system standards.

Security threats and risk factors in the supply chain.

Planning and Leadership for ISO 28000 Implementation

The role of leadership in security management.
Establishing the scope and objectives of an SMS.
Risk assessment and management strategies.
Legal and regulatory compliance considerations.

Developing security policies and procedures.

Implementing the Security Management System

Establishing operational controls and security measures.
Supplier and stakeholder management in security.

Security incident response and business continuity planning.
Communication and documentation requirements.

Employee awareness and training programs.

Performance Evaluation and Continuous Improvement

Monitoring, measurement, analysis, and evaluation of SMS performance.
Internal audits and management reviews.

Identifying nonconformities and corrective actions.

Strategies for continual improvement of the SMS.

Preparing for third-party certification audits.

Final Review

Recap of key concepts and requirements of 1ISO 28000.
Common challenges and best practices for implementation.
Case studies and real-world examples (discussion-based).
Q&A session.

Course conclusion.
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Course Methodology:

A variety of methodologies will be used during the course that including:

e (30%) Based on Case Studies

e (30%) Techniques

e (30%) Role Play

e (10%) Concepts

e Pre-test and Post-test

e Variety of Learning Methods

o Lectures

e Case Studies and Self Questionnaires
e Group Work

e Discussion

e Presentation

Course Certificate:

International Center for Training & Development (ICTD) will award an internationally recognized

certificate(s) for each delegate on completion of training.

Course Fees:

To be advised as per course location. This rate includes participant’s manual, Hand-Outs, buffet

lunch, coffee/tea on arrival, morning & afternoon of each day.

Course Timings:

Daily Course Timings:
08:00 - 08:20 Morning Coffee / Tea
08:20 - 10:00 First Session
10:00 - 10:20 Coffee / Tea / Snacks
10:20 - 12:20 Second Session
12:20 - 13:30 Lunch Break & Prayer Break
13:30 - 15:00 Last Session
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